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DATA PROTECTION POLICY 
 

 

Introduction 
 

St. Mary’s C.E. Primary School (Dilwyn) is required to maintain certain personal data 

for the purpose of satisfying operational and legal obligations, laid down in the 1998 

Data Protection Act.    

 

Information Commissioner’s Office (ICO) 

The ICO is the UK’s independent authority set up to uphold information rights in the 

public interest, promoting openness by public bodies and data privacy for individuals.   

It is, therefore, responsible for the operation of the 1998 Data Protection Act (DPA) 

and subsequent legislation including a new General Data Protection Regulation (GDPR) 

expected to come into force in mid-2018.    In compliance with the DPA, the School is 

registered with the ICO as a controller (i.e. collector and user) of personal data.   

 

Definition of Personal Data 
 

Personal data are items of information which relate to an identifiable living individual 

that are processed as data. Processing includes collecting, using, disclosing, retaining, 

or disposing of information.  The data protection principles apply to all information 

about an individual held electronically or in structured files, including education and 

employment records.  Also incorporated in the definition are photographs and videos. 

 

Personal data includes, among other items of information, names of staff and pupils, 

addresses, dates of birth, contact details, educational attainment records, SEND 

assessments, staff tax codes, National Insurance numbers and staff development 

reviews. 

 

Some personal data is classed as sensitive personal data and is subject to greater legal 

restrictions on its use.  Such data includes race, ethnicity, political opinions, religious 

beliefs, membership of trade unions, physical and mental health, sexuality and criminal 

offences. 

 

Exemptions 

Certain data is exempt from the provisions of the Data Protection Act, examples 

include: 

 Information needed in the prevention or detection of crime; 

 Information needed by HMRC in the assessment of tax or duty; 
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 Data where the processing is necessary to exercise a right or obligation 

conferred or imposed by law upon the School. 

 

Principles of Data Protection 
 

The Data Protection Act 1998 sets out 8 principles for the handling of personal data.   

These principles require that personal data shall: 

1. Be processed fairly and lawfully and shall not be processed unless certain 

conditions are met; 

2. Be obtained for a specified and lawful purpose and shall not be processed in any 

manner incompatible with that process; 

3. Be adequate, relevant and not excessive for those processes; 

4. Be accurate and, where necessary, kept up to date; 

5. Not be kept for longer than is necessary for the purpose for which it was 

collected; 

6. Be processed in accordance with the data subject’s rights; 

7. Be kept secure from unauthorised or unlawful processing and protected against 

accidental loss, destruction or damage by using he appropriate technical and 

operational measures. 

8. And not be transferred to a country or territory outside the European 

Economic Area1 unless that country or territory ensures an adequate level of 

protection for the rights and freedoms of data subjects in relation to the 

processing of personal data.  

 
 

Satisfaction of Principles 
 

In order to meet the requirements of the principles, the School will: 

 Document personal data held, where it comes from and who it is shared with.   

This will ensure compliance with the GDPR. 

 Issue parents, guardians and staff with a copy of the privacy / fair processing 

notice (see Appendix 1) 

 Observe fully the conditions regarding the fair collection and use of personal 

data; 

 Meet its obligations to specify the purposes for which personal data is used; 

 Collect and process appropriate personal data only to the extent that it is 

needed to fulfil operational and legal requirements; 

 Ensure the accuracy of personal data used; 

 Apply checks to determine the length of time personal data is held; 

                                                           
1 The European Economic Area is currently defined as the 28 states of the European Union plus Norway, Liechenstein 

and Iceland. 
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 Ensure that the rights of individuals about whom the personal data is held, can 

be fully exercised under the Data Protection Act; 

 Take the appropriate technical and organisational security measures to 

safeguard personal data; and 

 Ensure that all members of staff will undertake appropriate training in the skills 

needed for collecting, maintaining and releasing data to ensure compliance with 

this policy. 

  

School Designated Data Controller / Data Protection Officer 
 

The School’s designated data controller, responsible for ensuring compliance with the 

Data Protection Act and implementation of this policy, is Elaine Stilwell (school 

secretary).   

Any member of staff, parent, child or other individual who considers that the Policy 

has not been followed in respect of himself or herself or their child should raise the 

matter with the School’s designated data controller. 

 

Data Subject 

A data subject is the individual on who information is collected.    

 

Subject Consent 

The need to process data for normal purposes will be communicated to all data 

subjects (ie employees, parents, children).    In some cases, if the data is sensitive, 

for example about health or religious beliefs, express consent to process the data 

must be obtained.    Processing of sensitive data may be necessary to implement some 

school policies, e.g. Child protection and safeguarding. 

 

Collection and Amendment of Personal Data 

In most cases, the personal data held by the School will be obtained from parents, 

guardians, employees or children themselves.    The law stipulates that a data 

protection notice must accompany any request for personal data.    Any members of 

staff responsible for managing the collection of personal data for the legitimate 

activities of the School must ensure that a notice containing the following information 

is included in the request for that data: 

 A statement that the School is the data controller; 

 The name and job title for the administration of the personal data being 

collected (currently Elaine Stillwell, School Secretary); 

 A clear explanation of the types of data being collected and the purposes for 

which that data will be processed; 

 The legal basis for collecting the data; 

 Any further information that is considered necessary to ensure that the data 

processing can be described as being fair, for example details of any third 
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parties to whom the data might be disclosed (such as the Department for 

Education); 

 A statement making it clear that, by submitting personal data, the data 

subjects are giving their consent for the processing of the data for the stated 

purposes to take place. 

 

From time to time data subjects will wish to update some of their personal data held 

by the School, e.g. change of home address or contact details.   To do this, data 

subjects must contact either the specific member of staff designated in the data 

protection notice at the time the data was submitted, or the person fulfilling the role 

in the event of a staff change. 

 

Data Security 
 

Personal information should: 

 be kept in a locked filing cabinet, drawer or safe; or 

 if it is computerised, be coded, encrypted or password protected on a local hard 

drive and on a network drive or secure electronic storage system that is 

regularly backed up; and 

 if a copy is kept on removable storage media, eg USB stick, that media itself 

must be kept in a locked filing cabinet, drawer or safe. 

 

Staff should not hold any personal information on privately owned computers. 

 

The need to ensure that data is kept securely means that precautions will be taken 

against physical loss or damage, and that both access and disclosure will be restricted.  

 

Fair Processing 

Access to personal data will only be given to individuals who need to know particular 

items of information in order to do their jobs. 

 

Employee Responsibilities 
 

This policy does not form part of the contract of employment for staff, but it is a 

condition of employment that employees will abide by the rules and policies made by 

the School. 

 

All employees are responsible for: 

 Checking that any personal data that they provide to the School is accurate and 

up to date; 

 Informing the School of any changes to information that they have provided, eg 

change of address; 
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 Checking any information that the School may send out from time to time, giving 

details of information that is being kept and processed. 

 Ensuring that they comply with this Policy and Data Protection Principles when 

collecting information on pupils and other individuals; 

 Any personal data which they hold is kept securely; 

 Personal information is not disclosed either orally or in writing or electronically 

to any unauthorised third party.   Staff should note that unauthorised 

disclosure will usually be treated as a disciplinary matter. 

 

Individual’s Rights 

The main rights of individuals under the forthcoming GDPR will be: 

• Subject access, speedier right to receive personal data; 

• To have inaccuracies corrected; 

• To have information erased; 

• To prevent direct marketing; 

• To prevent automated decision-making and profiling; 

• Data portability ensuring that information is passed to subjects electronically 

and in a commonly used format. 

 

The School will ensure that its operations enable these rights to be enacted. 

 

Rights to Access Information (Subject Access Requests) 
 

Employees, pupils and other subjects of personal data held by the School have the 

rights: 

 to know what information the School holds and processes about them or their 

child and why; 

 to access any electronic personal data that is being kept about them on 

computer and paper based data held in manual filing systems; 

 to know how to keep that information up to date; 

 to know the School’s procedures for complying with its obligations under the 

1998 Data Protection Act. 

These rights are subject to certain exemptions which are set out in the Data 

Protection Act.   Any person who wishes to exercise this right should make the 

request in writing to the Principal. 

The School reserves the right to charge £10 for each subject access request.   If 

personal details held by the School are inaccurate, they can be amended on request. 

The School aims to comply with requests for access to personal information as quickly 

as possible, but will ensure that it is provided within 402 days of receipt of a written 

                                                           
2 The 40 day time limit will be reduced to one month following the introduction of the GDPR. 
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request unless there is good reason for delay.   In such cases the reason for delay will 

be explained in writing to the individual making the request. 

The School will keep a log of subject access requests. 

 

Role of a Child  

Even if a child is too young to understand the implications of subject access rights, 

data about them is still their personal data and does not belong, for example, to a 

parent or guardian. So it is the child who has a right of access to the information held 

about them, even though in the case of young children these rights are likely to be 

exercised by those with parental responsibility for them. 

 

Before responding to a subject access request for information held about a child, the 

School will consider whether the child is mature enough to understand their rights. If 

the School is confident that the child can understand their rights, then a response will 

be made to the child rather than a parent. What matters is that the child is able to 

understand (in broad terms) what it means to make a subject access request and how 

to interpret the information they receive as a result of doing so.   The School will take 

into account, among other things: 

•the child’s level of maturity and their ability to make decisions like this; 

•the nature of the personal data; 

•any court orders relating to parental access or responsibility that may apply; 

•any duty of confidence owed to the child or young person; 

•any consequences of allowing those with parental responsibility access to the 

child’s or young person’s information. This is particularly important if there have 

been allegations of abuse or ill treatment; 

•any detriment to the child or young person if individuals with parental 

responsibility cannot access this information; and 

•any views the child or young person has on whether their parents should have 

access to information about them. 

 

Data Sharing 

It will be necessary for the School to share personal information with other agencies, 

for example schools to which children are transferring, child safeguarding agencies, 

law enforcement agencies.  The School will ensure that data is only shared with 

organisations registered as data controllers with the ICO. 

 

Retention of Data 

The School will keep data as long as it is necessary for legal and operational purposes.   

Once it is no longer necessary, personal information will be destroyed in such a way 

that it cannot be retrieved. 
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APPENDIX 1:  PRIVACY NOTICE 

 

Data Protection Act 1998: How we use your information 

We process personal information relating to our pupils and may receive information 

about them from their previous school, local authority, and the Department for 

Education (DfE). We hold this personal data to:  

 support our pupils’ learning 

 monitor and report on their progress 

 provide appropriate pastoral care; and 

 assess the quality of our services 

 

Information about our pupils that we hold will include their contact details, national 

curriculum assessment results, attendance information, any exclusion information, 

where they go after they leave us and personal characteristics such as their ethnic 

group, any special educational needs they may have as well as relevant medical 

information.  

 

We will explain the legal basis for processing the data, the data retention period and a 

notification that individuals have a right to complain to the ICO if they think there is 

a problem with the way their data is being handled.    This is an additional requirement 

under the GDPR. 

 

We will ask your permission before any photographs of employees or children are used 

in newspaper articles, School publications or on the School website. 
 

We will not give information about you or your child to anyone without your consent 

unless the law and our policies allow us to.  
 

We are required, by law, to pass some information about you to the Department for 

Education (DfE). This information will, in turn, then be made available for the use by 

Herefordshire Council. For more information please visit: www.gov.uk/data-protection-

how-we-collect-and-share-research-data 
 

If you want to receive a copy of the information about you that we hold, please 

contact Elaine Stilwell, School Secretary. 
 

https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
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